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We prove the logical independence of a complexity-theoretic and
a statistical randomness property of sequences over a finite field.
The two properties relate to the linear complexity profile and
to the ∞-distribution of sequences, respectively. The proofs are
given by constructing counterexamples to the presumed logical
implications between these two properties.
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1. Introduction and basic definitions
We consider certain randomness properties of infinite sequences of elements of a finite field
from the perspective of the theory of stream ciphers in cryptology. In practice, the encryption
and decryption keys in stream ciphers are deterministically generated binary sequences (called
keystreams), and the security of the stream cipher relies on randomness properties of the keystream.
The general philosophy is that the keystream should satisfy properties that are enjoyed by truly
random sequences, which means that in a formal probabilistic interpretation we consider properties
of sequences that are satisfied with probability 1 relative to a natural probability measure on the
sequence space.
There are two important categories of randomness properties in the context of stream ciphers,
namely complexity-theoretic randomness properties and statistical randomness properties. A
complexity-theoretic randomness property requires that the sequence simulates the behavior of
a truly random sequence with respect to a chosen complexity measure. A statistical randomness
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property requires that the sequence passes a chosen statistical test for randomness, for instance, an
equidistribution test. We refer the reader to the survey article of Rueppel [1] for a detailed discussion
of desirable randomness properties of keystreams.
In this paper, we focus on one particular complexity-theoretic randomness property (Property P1
below) and on one particular statistical randomness property (Property P2 below). We prove
that these two properties are logically independent, in the sense that neither of these properties
necessarily implies the other. For the practical use of stream ciphers, this suggests that both categories
of randomness properties (complexity-theoretic and statistical) have to be considered when testing
keystreams, since any one sequencemay behave quite differentlywith regard to complexity-theoretic
properties on the one hand and statistical properties on the other. The case of sequences over the
binary field is of the greatest practical relevance, but the proofs of the results work for any finite field.
Some auxiliary results can be shown even for sequences over arbitrary fields.
Let F be an arbitrary field and let S be a sequence over F , that is, a sequence s1, s2, . . . of elements
of F . For an integer d > 0, the sequence S is called a linear recurring sequence of order d if there exist
coefficients cd = 1, cd−1, . . . , c1, c0 ∈ F such that
d
i=0
cisn+i = 0 for all n > 1. (1)
The polynomial f (x) = di=0 cixi ∈ F [x] is called a characteristic polynomial of the linear recurring
sequence S satisfying the linear recurrence relation (1), and f is also called a characteristic polynomial
of the linear recurrence relation (1). A linear recurring sequence s1, s2, . . . over F of order d is uniquely
determined by a characteristic polynomial f ∈ F [x] with deg(f ) = d and by the initial values
s1, . . . , sd ∈ F . The concept of a characteristic polynomial is the basis for the following more refined
notions.
Definition 1. Let F be an arbitrary field and let S be an arbitrary sequence s1, s2, . . . over F . For an
integer N > 1, an Nth characteristic polynomial of S is either an arbitrary monic polynomial over F
of degree > N or a polynomial f (x) = di=0 cixi with coefficients c0, . . . , cd ∈ F which has degree
d 6 N − 1, is monic (i.e., cd = 1), and satisfies
d
i=0
cisn+i = 0 for 1 6 n 6 N − d.
The Nth linear complexity LN(S) of S is the least degree of an Nth characteristic polynomial of S.
We always have 0 6 LN(S) 6 N . The nondecreasing sequence L1(S), L2(S), . . . of nonnegative
integers is called the linear complexity profile of S.
We use the standard notation Fq for the finite field with q elements, where q is an arbitrary prime
power. LetF∞q denote the sequence space overFq and letµq be the natural probabilitymeasure onF∞q ,
that is, the complete product measure of the uniform probability measure on Fq (the latter measure
assigns measure q−1 to each element of Fq). We say that a property of sequences S over Fq is satisfied
µq-almost everywhere if the property holds for all sequences S belonging to a subset R of F∞q with
µq(R) = 1. It was shown in [2] that
lim
N→∞
LN(S)
N
= 1
2
µq-almost everywhere.
This result forms the basis for the following randomness property. We refer the reader to [2] and the
survey articles [3,4,1,5,6] for discussions of this randomness property.
Property P1. The linear complexity profile of the sequence S over Fq satisfies
lim
N→∞
LN(S)
N
= 1
2
.
Now we come to the second randomness property, where we follow the terminology of
[7, Section 3.5]. Let S be a sequence s1, s2, . . . over Fq. For an integer N > 1 and a block b =
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(b0, . . . , bk−1) ∈ Fkq of k elements of Fq, we write A(b, S;N) for the number among the first N
overlapping blocks of k consecutive terms of S that agree with b, i.e.,
A(b, S;N) = #{1 6 n 6 N: sn+i = bi for 0 6 i 6 k− 1}. (2)
For the case k = 1, where b just consists of a single element b ∈ Fq, we write A(b, S;N) instead of
A(b, S;N).
Definition 2. For an integer k > 1, the sequence S over Fq is k-distributed in Fq if
lim
N→∞
A(b, S;N)
N
= 1
qk
for all b ∈ Fkq.
The sequence S over Fq is∞-distributed (or completely uniformly distributed) in Fq if it is k-distributed
in Fq for all k > 1.
The notion of∞-distribution in Fq is a special case of the concept of complete uniform distribution
in compact spaces (see [8, Section 3.3]), when applied to the discrete space Fq. It follows from a
general result on complete uniform distribution in compact spaces (see [8, Chapter 3, Theorem 3.13])
that sequences over Fq are∞-distributed in Fq µq-almost everywhere. It is therefore meaningful to
introduce the following randomness property, as was done in [7, Section 3.5].
Property P2. The sequence S over Fq is∞-distributed in Fq.
We prove in this paper that Property P1 does not necessarily imply Property P2 (see Theorem 1)
and that Property P2 does not necessarily imply Property P1 (see Theorem 2). This solves a problem
that has been around in the folklore of the area. As is to be expected, the proofs of both theorems are
given by constructing counterexamples to the corresponding logical implications.
2. Auxiliary results
First of all, we need some preparatory results on Nth characteristic polynomials (see Definition 1).
We use the framework for such results that was established in [9].
Let F again be an arbitrary field and let S be an arbitrary sequence s1, s2, . . . over F . We associate
with S its generating function
σ =
∞
i=1
six−i ∈ F((x−1)).
Here F((x−1)) is the field of the formal Laurent series over F in the variable x−1. The elements of
F((x−1)) are of the form
∞
i=m tix−i, where all ti ∈ F andm is an arbitrary integer. Note that F((x−1))
contains the field F(x) of rational functions over F as a subfield and the polynomial ring F [x] as a
subring.
We define a function v on F((x−1)) which extends the degree function on F [x]. For 0 ∈ F((x−1)),
we put v(0) = −∞. For τ ∈ F((x−1))with τ ≠ 0, we have a unique expression
τ =
∞
i=m
tix−i with tm ≠ 0.
Then we define v(τ) = −m. For any τ1, τ2 ∈ F((x−1)), we have v(τ1τ2) = v(τ1) + v(τ2),
v(τ1 + τ2) 6 max(v(τ1), v(τ2)), and v(τ1 + τ2) = max(v(τ1), v(τ2)) if v(τ1) ≠ v(τ2). Note that
v(f ) = deg(f ) for f ∈ F [x].
Proposition 1. Let F be a field, let f ∈ F [x] be a monic polynomial, and let N > 1 be an integer. Then
f is an Nth characteristic polynomial of the sequence S over F if and only if there exists g ∈ F [x] with
deg(g) < deg(f ) such that the generating function σ of S satisfies
v

σ − g
f

6 −N − 1.
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Proof. Suppose that f is anNth characteristic polynomial of S. Let g be the polynomial part of f σ , that
is, the finite sum of monomials in f σ with nonnegative exponents on x. Then deg(g) < deg(f ) and
v(f σ − g) 6 −1. If deg(f ) > N , then
v

σ − g
f

6 − deg(f )− 1 6 −N − 1.
Now let deg(f ) = d 6 N − 1. We explicitly write
f σ = (cdxd + · · · + c1x+ c0)(s1x−1 + s2x−2 + · · ·).
For 1 6 n 6 N − d, the coefficient of x−n in f σ is then given by
c0sn + c1sn+1 + · · · + cdsn+d. (3)
But this expression is equal to 0 ∈ F since f is an Nth characteristic polynomial of S. It follows that
v(f σ − g) 6 −(N − d)− 1, and so v(σ − g/f ) 6 −N − 1.
Conversely, suppose there exists g ∈ F [x] with deg(g) < deg(f ) and v(σ − g/f ) 6 −N − 1. If
deg(f ) > N , then f is an Nth characteristic polynomial of S by definition. Now let deg(f ) = d 6 N−1.
Then v(f σ − g) 6 −(N − d)− 1, and so for 1 6 n 6 N − d the coefficient of x−n in f σ is 0 ∈ F . This
coefficient is given by (3), and so f is an Nth characteristic polynomial of S. 
Proposition 2. Let S be a sequence over the field F and let N > 1 be an integer. Then any monic multiple
in F [x] of an Nth characteristic polynomial of S is again an Nth characteristic polynomial of S.
Proof. We use Proposition 1. Let f ∈ F [x] be an Nth characteristic polynomial of S. Then there exists
g ∈ F [x]with deg(g) < deg(f ) such that the generating function σ of S satisfies
v

σ − g
f

6 −N − 1.
Let hf ∈ F [x] be a monic multiple of f for some h ∈ F [x]. Then
v

σ − hg
hf

6 −N − 1
and deg(hg) < deg(hf ); hence hf is an Nth characteristic polynomial of S. 
We consider now a maximal period sequence S over Fq of order d > 1, that is, a linear recurring
sequence S overFq of order d > 1which is purely periodicwith least period qd−1 (see [10, Section 7.4]
for the theory of maximal period sequences). Maximal period sequences over Fq of order d exist for
every finite fieldFq and every order d > 1. Note that a characteristic polynomial f ∈ Fq[x] of amaximal
period sequence over Fq of order d with deg(f ) = d must be a primitive polynomial over Fq, and so
in particular f is irreducible over Fq.
The following two results on the counting function A(b, S;N) in (2) are needed. The first result is
immediately obtained from [10, Theorem 7.43].
Lemma 1. Let S be a maximal period sequence over Fq of order d. Then for 1 6 k 6 d we haveA(b, S; qd − 1)− (qd − 1)q−k 6 1 for all b ∈ Fkq.
The second result is a special case of [11, Corollary 1].
Lemma 2. Let S be a maximal period sequence over Fq of order d. Then for 1 6 k 6 d and all b ∈ Fkq we
have
A(b, S;N) = Nq−k + O(qd/2 log qd) for 1 6 N 6 qd − 1
with an absolute implied constant.
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3. P1 does not necessarily imply P2
With reference to Properties P1 and P2 stated in Section 1, we prove that P1 does not necessarily
imply P2 by constructing an appropriate counterexample.
Theorem 1. Property P1 does not necessarily imply Property P2. In fact, there exists a sequence over Fq
which satisfies P1, but is not even 1-distributed in Fq.
Proof. Let S be the sequence over Fq for which the generating function σ ∈ Fq((x−1)) is given by the
continued fraction expansion
σ = 1/(x+ 1/(x+ · · ·)) (4)
with all partial quotients equal to x. Then it follows from [9, Theorem 2] (see also [12, Theorem 7.2.2])
that S has a perfect linear complexity profile, which means that
LN(S) =

N + 1
2

for all N > 1.
This implies that S satisfies P1.
It follows from (4) that
σ = 1
x+ σ ,
and so σ satisfies the quadratic equation
σ 2 + xσ = 1. (5)
Let the formal Laurent series expansion of σ be
σ =
∞
i=1
six−i (6)
with all si ∈ Fq. We consider now the case q = 2. By substituting (6) in (5), we obtain
∞
i=1
six−2i +
∞
i=1
six1−i = 1. (7)
Comparing the coefficients of x1−2j, j = 1, 2, . . . , on both sides of (7), we get s2j = 0 for all j > 1. Then
comparing the coefficients of x−4j, j = 1, 2, . . . , on both sides of (7), we get s2j + s4j+1 = 0, and so
s4j+1 = 0 for all j > 1. This yields A(0, S; 4N) > 3N − 1 for all N > 1, and so it is clear that S is not
1-distributed in F2.
Now let q > 3. By substituting (6) in (5), we get ∞
i=1
six−i
2
+
∞
i=1
six1−i = 1. (8)
Comparing the coefficients of x−1 on both sides of (8), we obtain s2 = 0. Now we prove by induction
that s2j = 0 for all j > 1. Suppose that for some j > 1 we have already shown that s2i = 0 for 1 6 i 6 j.
Then σ can be written as
σ =
j
i=1
s2i−1x−(2i−1) +
∞
i=2j+1
six−i.
It follows that
σ 2 =
j
i=1
tix−2i +
∞
i=2j+2
tix−i
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with some ti ∈ Fq. Hence (5) attains the form
j
i=1
tix−2i +
∞
i=2j+2
tix−i +
∞
i=1
six1−i = 1. (9)
Comparing the coefficients of x−2j−1 on both sides of (9), we obtain s2j+2 = 0, and the induction is
complete. From s2j = 0 for all j > 1 we conclude that A(0, S; 2N) > N for all N > 1, and so it is clear
that S is not 1-distributed in Fq (recall that q > 3). 
Remark 1. In the case q = 2, the sequence S constructed in the proof of Theorem 1 is known as the
Rueppel sequence since it was introduced in [13, Chapter 4] (compare also with [12, Example 7.2.4]).
The Rueppel sequence s1, s2, . . . over F2 can be described explicitly by si = 1 if i = 2m − 1 for some
integerm > 1 and si = 0 otherwise. From this explicit description it is again obvious that the Rueppel
sequence is not 1-distributed in F2.
4. P2 does not necessarily imply P1
With reference to Properties P1 and P2 stated in Section 1, we prove that P2 does not necessarily
imply P1 by constructing an appropriate counterexample.
Theorem 2. Property P2 does not necessarily imply Property P1. In fact, there exists a sequence S over Fq
which satisfies P2, but for which we have
lim
N→∞
LN(S)
N
= 0. (10)
Proof. For each integer m > 1, we define a maximal period sequence Sm over Fq of order m by a
recursive procedure. Let S1 be an arbitrary maximal period sequence over Fq of order 1. If Sm has
already been defined for some m > 1, then we define Sm+1 to be a maximal period sequence over Fq
of orderm+1 for which them+1 initial values agree with the firstm+1 terms of Sm. For eachm > 1,
let fm ∈ Fq[x] be a characteristic polynomial of Sm with deg(fm) = m.
For eachm > 1, let Tm denote the finite sequence (or block of terms) consisting of the first qm − 1
terms of the sequence Sm. In other words, Tm is a full period of Sm. Let S be the sequence over Fq
obtained by concatenating the finite sequences T1, T2, . . . in this order.
Given an integer k > 1, we are going to prove that S is k-distributed in Fq. Choose an arbitrary
b ∈ Fkq and an integer N >
k
m=1(qm − 1). Then there exists a unique integer r > k+ 1 with
r−1
m=1
(qm − 1) < N 6
r
m=1
(qm − 1).
Note that the block of the first N terms of S consists then of T1, T2, . . . , Tr−1, and the first N −r−1
m=1(qm − 1) terms of Tr . By the construction of S, we obtain
A(b, S;N) =
r−1
m=k
A(b, Sm; qm − 1)+ A

b, Sr;N −
r−1
m=1
(qm − 1)

+ O(qk)
with an absolute implied constant, where O(qk) reflects the fact that the contribution of the integers
n with 1 6 n 6
k−1
m=1(qm − 1) to the counting function A(b, S;N) is obviously smaller than qk. By
applying Lemmas 1 and 2, we get
A(b, S;N) = Nq−k + O(qr/2 log qr)+ O(qk),
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and using N > qr−1 we infer that
A(b, S;N)
N
= 1
qk
+ O(q1−r/2 log qr)+ O(qk+1−r),
where all implied constants are absolute. If we now let N →∞, then r →∞, and so
lim
N→∞
A(b, S;N)
N
= 1
qk
.
Hence we have shown that S is k-distributed in Fq, and since k is arbitrary, it follows that S is
∞-distributed in Fq.
It remains to prove (10). We consider LN(S) for N > 2. We first show by induction on the integer
w > 1 that for
w−1
m=0 qm < N 6
w
m=0 qm, the product f1 · · · fw is an Nth characteristic polynomial
of the sequence S. In the case w = 1, we note that by construction the first N 6 q + 1 terms of S
agree with the first N terms of S1, and so f1 is an Nth characteristic polynomial of S. Now suppose that
for some integer w > 1 the statement is valid for all positive integers 6 w. Then by this induction
hypothesis and Proposition 2, the product f1 · · · fw+1 is an Nth characteristic polynomial of S for all
integers N with 1 6 N 6
w
m=0 qm. This means that the first
w
m=0 qm terms of S can be generated by
a single linear recurrence relation with characteristic polynomial f1 · · · fw+1. Nowwe consider N withw
m=0 qm < N 6
w+1
m=0 qm. By the construction of S, the terms sn of S with
w
m=0 qm < n 6
w+1
m=0 qm
stem from the maximal period sequence Sw+1 of orderw + 1, with thew + 1 initial values being the
terms sn of S with n =wm=0 qm−w,wm=0 qm−w+1, . . . ,wm=0 qm. Note that the polynomial fw+1
is irreducible over Fq; hence it is the minimal polynomial of the linear recurring sequence Sw+1, and
so f1 · · · fw+1 is also a characteristic polynomial of Sw+1 (see [10, Theorem 6.42]). By combining these
facts, we obtain that f1 · · · fw+1 is anNth characteristic polynomial of S forwm=0 qm < N 6w+1m=0 qm,
and so the induction is complete.
If for a given integer N > 2 we choose the unique integer w > 1 with
w−1
m=0 qm < N 6
w
m=0 qm,
then it follows from the above that
LN(S) 6 deg(f1 · · · fw) =
w
m=1
m = w(w + 1)
2
.
Furthermore N > qw−1, and so
LN(S)
N
<
w(w + 1)
2qw−1
.
If we now let N →∞, thenw→∞, and we obtain (10). 
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